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UNHCR
Schedule 10 - Service Level Requirements, Appendix A - Service Levels

Criticality and Priority Matrices

Based on the ITIL framework, UNHCR has defined and uses criticality levels for Incident Management and escalation and has
defined priority levels for Change Management, as defined in the ITIL framework.

Impact

that are considered:

Impact is common to both Incident Management and Change Management. The following table describes the levels of impact

Rank Description

Severe Impact is organizational wide or multiple business units.
(UNHCR Wide)

Significant Impact affects country(s) or division(s) or multiple business units.
(Country, Division)

Localized Single office or less than 20 users.

(Users)

Incident Criticality

Incident Criticality

Urgency

Change Priority

UNHCR uses the following matrix to determine the criticality of an Incident or Service Failure.

Severe Significant Localized
(UNHCR Wide) (Country, Division) (User Level)
C1 Cc2 Cc2
c2 C3 C3
C3 c4 c4

All requests for change have a priority assigned that is based on the impact and urgency of the requested change.

urgency

The following table describes the levels of urgency that are considered:

Rank Description

Organization disruption and/or degradation of business critical services.

Immediate
Treat as emergency change.
Hiah Severely affecting large numbers of users or some key users. No
9 workaround available.
. No severe impact but rectification cannot be deferred until the next
Medium . .
scheduled release/maintenance window or upgrade.
Low A change is justified and necessary, but can wait until the next scheduled

release/maintenance window or upgrade.
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UNHCR

Schedule 10 - Service Level Requirements, Appendix A - Service Levels

Priority Matrix

Incident Criticality

Urgency

Response Levels

The following table shows how the combination of impact and urgency are used to assign priority to a Request For Change.

Severe Significant Localized
(UNHCR Wide) (Country, Division) (User Level)
Immediate Emergency Emergency Emergency
High Major Major Major
Medium Minor Minor Minor
Low Standard Standard Standard

The following table describes the response levels expected for a Request For Change based on their relative priority.

Response Level Priority Description

Organization disruption and/or degradation of business critical services, i.e.
C1 Emergency

emergency change.

. Severely affecting large numbers of users or some key users. No

c2 Major . -

workaround available, i.e. urgent change.

No severe impact but rectification cannot be deferred until the next
C3,C4 Minor scheduled release/maintenance window or upgrade, i.e. extended

scheduled change or urgent change.

All non-emergen han i.e. local, pre-approved an hedul
cs Standard on-emergency changes, i.e. local, pre-approved and scheduled

changes.
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UNHCR
Schedule 10 - Service Level Requirements, Appendix A - Service Levels

Service
Service Credit Allocations Credit % c.)f
Allocation Invoice

At Risk Amount Percentage (all monthly recurring invoiced services) 15%

At Risk Pool Percentage Across Service Towers 150%

At Risk Pool Percentage for Allocation for Infrastructure Services 75%
Data Center Platform and Network Management Services 80% 9.00%
Decentralized (Site) Server and Network Management Services 0% 0.00%
End User Device Services 10% 1.13%
Telephony Services 0% 0.00%
Video Conferencing Services 0% 0.00%
Security Services Services 10% 1.13%
Subtotal Service Credit Allocation for CPIs 100% 11.25%

At Risk Pool Percentage for Allocation for Global Service Desk Services 75%
Customer Satisfaction 25% 2.81%
Time to Assign 25% 2.81%
Time to Respond 25% 2.81%
Time to Resolve 25% 2.81%
Subtotal Service Credit Allocation for CPIs 100% 11.25%

Governance

Cross Functional Services

Project Services

At Risk Pool Percentage for Allocation Total 150%
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UNHCR
Data Centre Platform and Network Management Services SLAS

SLA Types:
CPI- Critical Performance Indicators. Not meeting a CP! results in the following actions: 1) Service Level Credits; 2) escalation to a contracting officer; and 3) formal recovery plan
KPI - Key Performance Indicators. Not meeting a KPI results in the following actions: 1) escalation to a contracting officer; and 2) formal recovery plan

GPI - General Performance Indicators. GP-designated service levels are for reporting purposes only

Description Reporting

Availabiliy of infrastructure in

To ensure high avaiabilty of Data | Jo o — ((agreed Senvice Time - | Automated systems maintained

Infastructure under fespONSIY |xo 1 oo rind s foral

SERVER POOLS A A A Level Hours | Availability c c2 3,c4,C5 Center infrasructure managed by | S0~ EWEET Bhecs Toe - | rvactor Monthly. Monthly. of the Contractor as described in | (2% 81119 1622
the Contractor. the Agreement.
Time) x 100%
95% response within 30 | 95% response within 2 | 95% Response within 4
minutes hours hours;
Data Centre Server Pool 1 Pl 10% 113% Gold 20x7 99.50%
100% Resolution within 2 | 100% Resolution within 4 | 100% Resolution within 1
95% response within 30 | 95% response within 2 | 95% Response within 4
hours hours;
Data Centre Server Pool 2 cpl 10% 113% Gold 2007 99.50%
100% Resolution within 2 | 100% Resolution within 4 | 100% Resolution within 1
lav
95% response wilhin 30 | 95% response within 2 | 5% Response within 4
minutes hours hours;
Data Centre Server Pool 3 Pl 10% 113% Gold 20x7 99.50%
100% Resolution within 2 | 100% Resolution within 4 | 100% Resolution within 1
95% response within 30 | 95% response within 2 | 95% Response within 4
hours hours;
Data Centre Server Pool 4 cpl 10% 113% Gold 2007 99.50%
100% Resolution within 2 | 100% Resolution within 4 | 100% Resolution within 1
hours hours dav
To ensure high availabilty of Data | AYAI20IY of infrastructure in responsibil
WINDOWS / LINUX SERVERS A A A Level Hours | Availability c1 c2 3,c4,C5 Gorter irasucturs managed by | 2092 = (Agteed Senice Tine - | Automated systems mainiained Monthly. Monthly. o the Conracior 2 desenbed |0 ecuring fes forall
ey Down Time) / Agreed Senice | by the Contractor. e contracted services.
Time) x 100%
95% response within 30 | 95% response within 2 | 95% Response within 4
minutes hours hours;
Data Centre Windows and Linux Servers KPI NA NA Gold 20x7 99.50%
100% Resolution within 2 | 100% Resolution within 4 | 100% Resolution within 1
95% response within 2 | 95% Response within 4 | 95% Response within 8
s: hours;
Data Centre Windows and Linux Servers KPI NA NA silver 2047 99.00%
100% Resolution within 4 | 100% Resolution within 1| 100% Resolution within 2
davs iavs
2 4| 95% Response within &
hours hours; hours;
Cloud Windows and Linux Servers KPI NA NA Bronze 20x7 NA
100% Resolution within 4 | 100% Resolution within 1 | 100% Resolution within 2
hours davs davs
[Availabilty of infrastructure in
o ensure high availabilty of ICT ! Infrastructure under responsibilty
HYPERVISOR SERVERS NiA NiA NIA Level Hours | Availability c1 c2 c3,c4,C5 infrastructure managed by the | 2P 3'55:)“;‘::,&5&;"”5?":1:‘5 ° :;“:’:2":‘:‘:5";""5 eihiaine Monthly Monthly of the Contractor as described in I;n"‘la':“:;”s”e“m"zzf‘” el
Contractor. U the Agreement.
95% response within 30 | 95% response within 2 | 95% Response within 4
hours hours;
Data Centre Hypervisor Servers KPI NA NA Gold 2007 99.50%
100% Resolution within 2 | 100% Resolution within 4 | 100% Resolution within 1
hours dav
To ensure high availabilty of Data | AYAI20IY of infrastructure in Infrastructure under responsibil
STORAGE NA NA NA Level Hours | Availability c c2 3,c4,C5 Gorter irasucturs managed by | 2092 = (Agteed Senice Tine - | Automated systems mainiained Monthly. Monthly. o the Conracior 2 desenbed |0 ecuring fes forall

Down Time) / Agreed Service | by the Contractor. contracted senvices.

the Contactor. DownTime)/ the Agreement.
95% response wilhin 30 |  95% fesponse within 2 | 95% Response within 4
minutes hours hours;
Data Centre Storage / Storage Area Network cPl 15% 1.69% Platinum 24x7 99.95%
100% Resolution within 2 | 10056 Resoluton within 4 | 100% Resolution within 1
95% response within 30 | 96% response within 2 | 95% Response within 4
hours hours:
Data Centre Direct-Attached Storage Devices (DASD) Kp1 NiA NiA Gold 247 99.50%
100% Resolution withn 2 | 100% Resolution within 4 | 100% Resolution within 1
hours hours
z 4| 95% Response within 8
hours ours; hours;
Data Centre Tape Library KPI NIA NIA Silver 24x7 99.00%
100% Resolution within 4 | 1005 Resoluton within 1 | 100% Resolution within 2
ours davs davs
Availabilfy of nrasiructure in
To ensure high availability of ICT - Infrastructure under responsibility
NETWORK NiA NiA NIA Level Hours | Availability c1 c2 c3,c4,C5 infrastructure managed by the | 2P ﬁlsfgf;fdr;;"gim:‘e : :““:’:2":‘:‘:5";"‘5 faintine Monthly Monthly of the Contractor as described in :;n"‘la':‘i‘;”s”e“m"zz el
Contractor. LT J g the Agreement. g
95% response within 30 | 96% response within 2 |_95% Response within 4
hours hours:
Data Center Network (Safehost) cpl 15% 169% | Platinum | 2467 99.95%
100% Resolution within 2 | 100% Resolution within 4 | 100% Resolution within 1
jav
95% response wihin 30 | 95% response within 2 | 95% Response within 4
minutes hours hours;
Headquarters Core Network cPl 10% 1.13% Platinum 24x7 99.95%
100% Resolution within 2 | 10036 Resoluton within 4 | 100% Resolution within 1
hours ours iav
95% response ithin 2 | 95% Response witin4 | 95% Response within &
rs: hours:
Disaster Recovery Network Kp1 NiA NiA Silver 247 99.00%
100% Resolution within 4 | 100% Resolution within 1 | 100% Resolution within 2
hours dave davs
The time from when GSD assigns.
an Incident to the Contractor, to
Toensure a y prompt responds_|Support management system
response time once Global confirming to the Incident used by Global Support Desk or Total recurring fees for all
DATA BACKUP AND RECOVERY NA NA NA nA | ous | A a @ LGS e Desk reer Incidents o | oinatot hat he Inident has | other atomated data souces as oy oy A Contacted senices.
3 e ed agreed between the Parties.
functional / technical analyst and
i5 heinn worked on
Backup Timeliness KP1 A A A 27 NIA- | o896 ofall daiy I nightly / weekly backups completed free o errors and omissions
Restoration Timeliness P NiA NiA NiA 2ax7 NiA 98% of al restorations completed within 24 hours of otifcation

Page 6 of 18



UNHCR
Data Centre Platform and Network Management Services SLAS

SLA Types:
CPI- Critical Performance Indicators. Not meeting a CP! results in the following actions: 1) Service Level Credits; 2) escalation to a contracting officer; and 3) formal recovery plan
KPI - Key Performance Indicators. Not meeting a KPI results in the following actions: 1) escalation to a contracting officer; and 2) formal recovery plan

GPI - General Performance Indicators. GP-designated service levels are for reporting purposes only

Definition Reporting

“The time from when GSD assigns.
nice Request o the.
Contractor, to the time the

To ensure a consistently prompt
Y PrOMPY | Conractor responds confirming ol

‘Support management system Total Fees for Infrastructure

response time once Glob . used by the Contractor or other Al Infrastructure Senvice:
SERVICE REQUESTS NA NA NA NA Hours NA c c2 c3,c4,C5 ey the Senvice Request originator | ot > 1 CONaC107 O Monthly. Monthly. R Support and Maintenance

that the Senvice Request has : activites in that month.

Requests to the Contractor. agreed between the Parties.
been assigned to an appropriate
functional or technical analyst and|
is b

4| 95% response within 1
hours business day business day
Soft IMACs KPI NA NA NA 20x7 NA

100% resolve within 8 | 100% resolve within & | 100% resolve within 5.
ours by d business davs
95% response within 4 | 95% response within L | 95% response within 1
hours

business day business day
Hard IMACS KPI NA NA NA 2047 NA
100% resolve within8 | 100% resolve within 5 | 100% resolve within 5
hours business davs
Qther Data Centre Platform and Network Managed KPI NA NA NA 2047 NA 1 hour Response 4hours Response 8 hours Response

Service Requests

Total 80% 2.00%
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UNHCR
Data Centre Platform and Network Management Services SLAs
Data Center Server Pools

Server Pool Pool Name # Server Name Application / Role Type Comment
Data Center Server Pool 1

PUEPW .. 1 Pl
T\ \
Data Center Server Pool 2 ~\X \\*
WL\
ale
+ OV
A\ M
o~
Data Center Server Pool 3 PR e.\}
- ‘ [/ \‘
P\ 9.\
a0®
v
P v ¢
Data Center Server Pool 4 "\ bl
\
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UNHCR
Decentralized Server and Network Management Services SLAs

SLA Types:
CPI - Critical Performance Indicators. Not meeting a CP! results in the following actions: 1) Service Level Credits; 2) escalation to a contracting officer; and 3) formal recovery plan
KPI - Key Performance Indicators. Not meeting a KPI results in the following actions: 1) escalation to a contracting officer; and 2) formal recovery plan

GPI- General Performance Indicators. GPI-designated service levels are for reporting purposes only

Description S g . Service Level Targets o e Definition Data Capture jeasurement Interval Reporting Period cope Calculation Bas

Avlabity of niasrcure n
Inasrcture under responsbiy
1o ensure igh avaiaily o Dt Ceer | scope Serves Time - | Automatedsystems mainsined b o recuring fes o 1
WINOOWS / LINUX SERVERS A " na | e | ows | avaiasiny a = eoc |REEERerhermey |- b vory woniy gl Covt o ceroas |10 12
Tone 100
osresponsewitin2 | 95% Response i 4
=
SteWindows and L Severs @ Na [ I Na Na
100% Resoluion wihin 4 | 1005 Resoluton wiin 1
oy
Rty o
nasnuctue under responsbity
o ensur igh avaaity o (T e Sevce Tme - Automate sysims mainianed by T e e
HYPERVISOR SERVERS f
NA Na na | tewl | wous | avaiasity a e I o s A et el et vonthy wonty v Corvcor s st |02 21
T
csvresponse withn 2 | 95% Response within 4
Ste pypervisor Senvers @ N na | wone |z Na N
100% Resuton it | 100 Resolton it 1
oy
Arsabiy of esiucure
Inasuctue under esponsbiy
1o ensur igh avaiaily o Dt Ceer | scope Serve Time - | Automatedsystems mainsined b o recuring fes o 1
srorace A " na | e | ows | avaiasiny a @ ccncs 4 SRR e Eoo |y voriy woniy ol Covt o ceoas |10 12
Tone 1000
osresponsewitin2 | 95% Response i &
=
Site Network-Attached Storage (NAS) KPI NIA NA Bronze 247 NIA NIA
100% Resoluion wihin 4 | 1005 Resoluton wiin 1
oy
sty o asiicie
nasnuctue under responsbity
o ensur igh avaaity o (T scope— (ngreed Sevce Tme - Automate sysems maiianed by T e e
NETWORK f
NA Na na | tewl | wous | avaiasity a e eoe |Pomwotioer - EEGEEr ErRe vonthy wonty v Corvcor s st |02 21
Tone 0.
csvresponse withn 2 | 95% Response within 4
Site Core Network KPI NIA NIA Bronze 24x7 NIA NIA .
100% Resuon it | 100 Resolton it 1
oy
ssresponsewitn2 | 95%Responsevitnin &
fours o
St Localavea etwork @ N A | eesteton | 20 Na N
BestEfon Best ron
Teime o e G50 e
rvce Request o e
Contacr, 1o e e ne
oenure consenty pronpt g | Contcr g confring o SU9P TSETCTL B e
SERVICE REQUESTS NA Na NA va | s | wa a c2 Co.cacs [imeonce Gona Soice e Sence Rt gt voriy wonty Sippon and
aomatd daa sorces o Requests.
o e neied s ] ot ot
been assi lﬂnedmanaﬂﬂmvrme - "
funcionalortechnical st and
o response Tor e
v e e
on e meency s
Decentralized Sevies @ Na NA wa | aea " "
Shawsresponse | oo
et
Toul o | oo
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UNHCR
End User Device Services SLAS

SLA Types:
CPI - Critical Performance Indicators. Not meeting a CP! results in the following actions: 1) Service Level Credits; 2) escalation to a contracting officer; and 3) formal recovery plan
KP! - Key Performance Indicators. Not meeting a KPI results in the following actions: 1) escalation to a contracting officer; and 2) formal recovery plan

GPI - General Performance Indicators. GP-designated service levels are for reporting purposes only

Service %ot

Description Credit%  Invoice

Service Level Targets Objective Definition urement Interval Reporting Period Calculation Base

The time from when GSD assigns.
an Incident to the Contractor, to

T prompt responds | Support management system
response time once Global confirming o the Incident used by Global Support Desk or o o Total recurring fees for all
END USER DEVICES A NA A NA Hours NA ct cz CELCHES Service Desk refers Incidents to | originator that the Incident has | other automated data sources as L7 L7 (All Desktop Incidents contracted services.
. b ed te  |agreed between the Paries.
functional / technical analyst and
is beina worked on
H
Business
95% response within 1 | 95% response within 4
End User Device Dispatch (Full Service) Pl 10% 113% NA Hours NA NA Al I e
7:00 AM -
7:00 PM
UNHCR
Business
1009% response within 30 | 100% response within 1
VIP End User Device Dispatch (Full Service) KPI NA NA NA s NA NA it Ierediias cdiait
7:00 PM
H 95% response within 4 | 95% response within 1 | 95% response within 1
Business hours business day business day
Soft IMACs KPI NA NA NA Hours NA
7:00 AM - 100% resolve within 8 | 100% resolve within 5 | 100% resolve within 5
7:00 PM hours business days business days
H 95% response within 4 | 95% response within 1 | 95% response within 1
Business hours business day business day
Hard IMACs KPI NA NA NA Hours NA
7:00 AM - 100% resolve within 8 | 100% resolve within 5 | 100% resolve within 5
7:00 PM hours business days business days
UNHCR
Business
Other End User Device Service Requests KPI NiA NA NiA Hours NiA 4 hours Response 8hours Response 16 hours Response
7:00 AM -
7:00 PM

Total 10% 113%
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UNHCR
Telephony Services SLAs

SLA Types:
CPI - Critical Performance Indicators. Not meeting a CP! results in the following actions: 1) Service Level Credits; 2) escalation to a contracting officer; and 3) formal recovery plan
KP! - Key Performance Indicators. Not meeting a KPI results in the following actions: 1) escalation to a contracting officer; and 2) formal recovery plan

GPI - General Performance Indicators. GP-designated service levels are for reporting purposes only

vice 9of Service Level Targets Objective Definition Capture surement Interval Reporting Period E Calculation Base

escriptior &=
Description Credit%  Invoice

The time from when GSD assigns
an Incident to the Contractor, to
T prompt responds | Support management system
response time once Global confirming o the Incident used by Global Support Desk or o o Total recurring fees for all
[TELERHONY INCIDENTS A NA A Level Hours | Availability ct cz CECHES Service Desk refers Incidents to | originator that the Incident has | other automated data sources as L7 L7 (All Desktop Incidents contracted services.
. b ed te |agreed between the Parties.
functional / technical analyst and
is beina worked on
95% response within 30 | 95% response within 2 | 95% Response within 4
minutes hours hours;
Data Center Telephony Incidents KPI NiA NA NiA NA NiA
100% Resolution within 2 | 100% Resolution within 4 | 100% Resolution within 1
hours day
95% response within 2 | 95% Response within 4
hours hours;
ite Core Telephony Incidents KPI NiA NA NiA NA NiA NA
100% Resolution within 4 | 100% Resolution within 1
hours day
95% response within 2 | 95% Response within 4
Site LANTelephony Incidents KPI NiA NA NiA NA NiA NA hours hours;
Best Effort Best Effort
The time from when GSD assigns,
an Incident to the Contractor, to
Toensure a ly promp time the. responds | Support management system
response time once Global confimming o the Incident used by Global Support Desk or Total recurring fees for al
TELEPHONY SERVICE REQUESTS NA NA NA NA Hours NA c c2 c3,c4,C5 e D |t s e e e Monthly. Monthly. All Desktop Incidents e ey
: b ed agreed between the Parties.
functional / technical analyst and
is heina worked on
95% response within 4 | 95% response within 1 | 95% response within 1
business day business day
Data Center Telephony Service Requests KPI NA NA NA NA NA
100% resolve within 8 | 100% resolve within 5| 100% resolve within 5
business days business days
4 hours response for sites
‘o Dectarea Emergoncy.| 410U response for sites
ot on Declared Emergency
Site Core Telephony Service Requests KPI NA NA NA NA NiA NA Status
8 hours Response
Pl 1Day Response
Site LANTelephony Service Requests KPI NA NA NA NA NiA NA Best Effort Best Effort
Total % 0.00%
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UNHCR
Video Conferencing Services SLAS

SLA Types:
CPI - Critical Performance Indicators. Not meeting a CP! results in the following actions: 1) Service Level Credits; 2) escalation to a contracting officer; and 3) formal recovery plan
KP! - Key Performance Indicators. Not meeting a KPI results in the following actions: 1) escalation to a contracting officer; and 2) formal recovery plan

GPI - General Performance Indicators. GP-designated service levels are for reporting purposes only

vice 9of Service Level Targets Objective Definition Capture surement Interval Reporting Period E Calculation Base

escriptior &=
Description Credit%  Invoice

The time from when GSD assigns
an Incident to the Contractor, to
T prompt responds | Support management system
response time once Global confirming o the Incident used by Global Support Desk or o o Total recurring fees for all
|VIDEO CONFERENCING INCIDENTS A NA A Level Hours | Availability ct cz CECHES Service Desk refers Incidents to | originator that the Incident has | other automated data sources as L7 L7 (All Desktop Incidents contracted services.
. b ed te |agreed between the Parties.
functional / technical analyst and
is beina worked on
95% response within 30 | 95% response within 2 | 95% Response within 4
minutes hours hours;
Video Conferencing Incidents KPI NiA NA NiA NA NiA
100% Resolution within 2 | 100% Resolution within 4 | 100% Resolution within 1
hours day
95% response within 2 | 95% Response within 4
hours hours;
Site Core Video Conferencing Incidents KPI NiA NA NiA NA NiA NA
100% Resolution within 4 | 100% Resolution within 1
hours day
95% response within 2 | 95% Response within 4
hours hours;
Site LAN Video Conferencing Incidents KPI NiA NA NiA NA NiA NA
Best Effort Best Effort
The time from when GSD assigns,
an Incident to the Contractor, to
Toensure a ly promp time the. responds | Support management system
response time once Global confimming o the Incident used by Global Support Desk or Total recurring fees for al
VIDEO CONFERENCING SERVICE REQUESTS NA NA NA NA Hours NA c c2 c3,c4,C5 e D |t s e e e Monthly. Monthly. All Desktop Incidents e ey
: b ed agreed between the Parties.
functional / technical analyst and
is heina worked on
95% response within 4 | 95% response within 1 | 95% response within 1
business day business day
Data Center Video Conferencing Service Requests KPI NA NA NA NA NA
100% resolve within 8 | 100% resolve within 5| 100% resolve within 5
business days business days
4 hours response for sites
‘o Dectarea Emergoncy.| 410U response for sites
ot on Declared Emergency
Site Core Video Conferencing Service Requests KPI NA NA NA NA NiA NA Status
8 hours Response
Pl 1Day Response
Site LAN Video Conferencing Service Requests KPI NA NA NA NA NiA NA Best Effort Best Effort
Total % 0.00%
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UNHCR
Security Services SLAS

SLA Types:

CPI - Critical Performance Indicators. Not meeting a CP! results in the following actions: 1) Service Level Credits; 2) escalation to a contracting officer; and 3) formal recovery plan
KP! - Key Performance Indicators. Not meeting a KPI results in the following actions: 1) escalation to a contracting officer; and 2) formal recovery plan

GPI - General Performance Indicators. GP-designated service levels are for reporting purposes only

Service %ot

Description oo — Service Level Targets Objective Definition Capture Measurement Interval Reporting Period E Calculation Base
The time from when GSD assigns
an Incident to the Contractor, to
T prompt responds | Support management system
response time once Global confirming o the Incident used by Global Support Desk or o o Total recurring fees for all
SECURITY. A NA A NA Hours NA ct cz CECHES Senvice Desk refers Incidents to | originator that the Incident has | other automated data sources as L7 L7 (All Desktop Incidents contracted services.
. b ed te |agreed between the Parties.
functional / technical analyst and
is beina worked on
98% of proactive remediation activites, covering pdates, patches andor manual
Proactive ICT Security Remediation KPI NiA NA NiA 2007 NiA fixes implemented on all servers and workstations identified as in-scope for the
change within 14 calendar days from time the Request For Change is approved.
98% of emergency and reactive remediation activites following a major ICT
security incident or virus outbreak, covering updates, patches andor automated
Emergency ICT Security Remediation cpl 10% 113% NA 287 NA fixes implemented on all servers and workstations identified as in-scope for the
‘change within 24 hours from time the Request For Change is approved.
The time from when GSD assigns
a Senice Request to the.
To ensure a consistently prompt | SOMACtor, o the tme the Support management system
response time once Global Contractor responds confiming 1 seq by the Contractor or other Al Infrastructure Senvice: Total Fees for infrasiructure
SERVICE REQUESTS NA NA NA NA Hours NA c c2 c3,c4,C5 ey Senice Requestoriginator | e ¥ T8 EPIEEE 30 Monthly Monthly. Requests. Support and Maintenance.
that the Senvice Request has activites in that month.
Requests to the Contractor. agreed between the Parties.
been assigned to an appropriate
functional or technical analyst and|
is beina worked on
Security Services KPI NiA NA NiA 2007 NiA 1 hour Response 4hours Response 8 hours Response
Total 10% 113%
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UNHCR
Global Service Desk SLAs

SLA Types:
CPI - Critical Performance Indicators. Not meeting a CP! results in the following actions: 1) Service Level Credits; 2) escalation to a contracting officer; and 3) formal recovery plan
KPI - Key Performance Indicators. Not meeting a KP! results in the following actions: 1) escalation to a contracting officer; and 2) formal recovery plan
GPI - General Performance Indicators. GPI-designated service levels are for reporting purposes only

Servic:
Credit %

% of

Invoice

To ensure a consistently prompt
reaction to the initiation of

Definition

The time i takes a Service Desk
Agent to answer a telephone cal
0 the UNHCR Service Desk from
the time the call is received by
the Provider's ACD. The SLA

Contractor's ACD system logging
of time between receipt of the call

Reporting Period

Al telephone calls received by
the Service Desk during Hours of

iselMethod

Total recurting fees for all

Requests- less than 1%

Requests - less than 1%

Requests - less than 1%

the reported incident or request

re-opened, according to the end-
user

<=45 seconds
Average Speed to Answer KPI NIA NIA requests and reporting of required is based on an average |from UNHCR's ACD systemto | O™ Monthly Operation as specified in this | contracted services.
incidents to the Service Desk via
(mean) of al cals received by the answer by Service Desk Agent. Ssow
telephone.
Senice Desk, regardless of
Senvice Location, caller location,
dav of the week. or time of dav.
The percentage of calls (o the
To ensure a consistently prompt ::;‘v"vz‘feze:ka‘"; ek | conractors ACD system ogin Number of inbound calls
reaction to the initation of Y aeci answered by the Service Desk /
incidents to the Service Desk via g 90 Y Service Desk where time in ACD |contracted services.
where the caller disconnected the by a Service Desk agent e
telephone. >= 10 seconds
call within 10 Seconds of being
received by the provider's ACD.
L0 cnsure thal Inciaent= a1 |he Resalvable Tickets that are
hadiiaton Sy e Sonice Desk | Resolved by the Service Desk All Resolvable Tickets received
during the First Contact between | UNHCR ITSM Application data by the Service Desk during the | Total recurring fees for al
First Contact Resolution Rate KPI NiA NiA are Resolved promptly thereby [0 11 ISt Contact bew Monthly Monthly e bty e e
increasing UNHCR staft
Senvice Desk.
productiviy.
This is the average score for al
completed and submitted
Customer Satisfaction Surveys
ubmitted for Tickets that were
To ensure that UNHCR staff are[6501ved by the Service Desk. All Customer Satisfaction
, satisfed with the senvice provided|Measued as the average scare, | arter arter Surveys completed during the | Total recurring fees for al
Average Customer Satisfaction Rating cpl 25% 281% et Continttar o el on a scale of 1104 (1 being H pplication Quarterly Quarterly e Totalrecuring fees |
very dissatisfied, 2 being
and fulfl Senvice Requests and Resolved by the Service Desk.
dissatisfied, 3 being
satisfied and 4 being ve
satisfied) of all completed and
submitted Customer Satisfaction
|sunevs
To ensure thal the Service Desk | The amount of tme Service Desk
is making efficient use of tme | agents spend on each support Allinbound telephone calls Sum of duration of il inbound
Average Call Duration =] NiA NiA vear 3 and are promplly Resolving | phone call. Measured as an | Contractor's ACD system logs [ Monthly Monthly between the Service Desk and a_|telephone calls / total number of
Tickets or promptly escalating | average of all call durations support Requestor. inbound telephone calls
those tickets that are not during the aiven renorting eriod
To ensure that the Service Desk
is providing effcient service and | The average fime spent on-hold Al inbound and outbound
is efficient in utiizing on-hold time | (placed on-hold by a Service telephone calls between the | Total time on hold for all calls /
¥ <=2 minutes .
Call On-Hold Time =] NiA NiA for researching support Desk Agent) for each telephone | Contractor's ACD system logs | Monthly Monthly Seriica Desk and asupport | number o cals laced on-hakd
order to provide [ call toffrom the Service Desk that -
equestor.
2 Resolution or to escalate the |is placed on-hold.
Ticket
To ensure that Incidents and
Senvice Requests are routed | The time it takes a Service Desk Al Tickets auto-created in the
Difference, in minutes, between
effciently (0 a group for Agent to assign a new ticket in ITSM Application via incoming -
Resolution in order to minimize  [the ITSM Application that was mails and all Tickets created by [ (€ tCkeLis created in the
Time to Assign cpl 25% 2.81% 95% in less than 15 minutes PPl UNHCR ITSM Application Monthly Monthly Y |1TSM Application and the time it
the time between a request for | auto-created by a user sending the Senice Desk in the ITSM
is first assigned to a group for
support and a fulfilment of a |an e-mail o the UNHCR Service Application from incoming :
esolution.
Request or Resolution of an [ Desk. telephone calls.
Incident,
The average tme It akes the
Senvice Desk to accept or reject
To ensure that UNHCR Staffare |a ticket assigned to the Service Al Tickets auto-created Inthe | e e, in minutes, between
ITSM Application via incoming -
aware that their request for Desk. This is measured as the sy Anplicalion va Incoming & e time the ticket is assigned to
Time to Acknowledge KPI NIA NIA Avg <=30 minutes assistance has been received |elapsed time, during Service [UNHCR ITSM Application Monthly Monthly Y |the Service Desk and the time it
the Senvice Desk in the ITSM
and is being dealt with in a timely |Desk hours of operation, betuween| is accepted by a Service Desk
Application from incoming
manner.  ticket being assigned (o the [odehometina Agent
Service Desk and being accepted| P! -
by a Service Desk Aaent
The time it takes to respond to
the support requestor with a
phone call or e-mail (e-mail
response to artange a time to
C3 Incidents and C4 Incidents and C5 Incidents and L"c::li”;e ‘r:?"‘ ‘:“":Scsnz:f& discuss or to request further Al Tickets assigned to the Calculation method to be
Time to Respond cPI 25% 281% I Senvoe Reuoe: or Incident |information) from the time the | UNHCR ITSM Application Monthly Monthly Senvice Desk in the ITSM determined and mutually agreed
95%within 45 minutes | 95% within 45 minutes | 95% within 45 minutes ¢ ticket was Accepted by the Application. during the Transition Phase
and ultimately a quick Resolution
Service Desk Agent. Automatic e
mail responses do not qualify as
2 response for the purposes of
this SLA.
C3Incidents and Cancidents and CSIncidents and | To ensure that UNHCR Staff | ' e s e semee
Tocovs a promptesautinto oSk 0 Resohe a ket fom | ikt acceptedby e | D1eence between e Tkt
Time to Resolve (Resolvable at the Service Desk) cpI 25% 2.81% 95% within 2 hours, 95% within 4 hours, 959 within 4 hours, | their Incident or a prompt UNHCR ITSM Application Monthly Monthly Service Desk in the ITSM pted by
the ITSM Application according time Ticket marked as Resolved
100 100 100 fulfilment of their Service to the following incident severiy Applcation. in the ITSM Application.
within 4 hours within 8 hours within 8 hours __|Request. ! 9 Y
Clincidents and Clincidents and | C3, C4, C5 Incidents | To ensure that UNHCR Staff
Reqen Reqves: andreducsts|rocows s gt rosovionto | me fom receiing requests A Tokets accepeny e (1SS beten e Tt
Time to Update User Account KPI NIA NiA 95% within 2 hours, | 95% within 4 hours, | 95% within 4 hours, | thei Incident or a prompt  onanel UNHCR ITSM Application Monthly Monthly Senvice Desk in the ITSM plea v
accounts unilthe property ime Ticket marked as Resolved
100% 100% 100% fulfilment of their Service 2ocounts untl he prope Application. e ok as
within 4 hours within 8 hours within 8hours | Request. v o i
o ensure thal UNHCR Stall
All Requests receive a prompt resolution to | The time from receiving requests Al Tickets accepted by the (11066 betueen e Tkl
Time to Unlock Account or Update / Reset Password KPI NiA NiA 5% withim 16 minutes their Incident or a prompt to unlock accounts until the | UNHCR ITSM Application Monthly Monthly Senice Desk in the ITSM oo e e
fulfilment of their Service changes are completed Application.
in the ITSM Application.
Request
To ensure that UNHCR Staff | Number and percentage of Al Tickets accepted by the Number and percentage of
Incortst Asignments ke || owa | ana | camcdensana | cs s and 10 SRE T R e ey asined o [ONHOR fTsw Applaton | Monty oniny Senrce Dok e TN [t and ettt re
! ! a reported incident or request an incorrect resolution group Application. rejected by the resolution group
Number and percentage of Number and percentage of
To ensure that UNHCR Staft Al Tickets accepted by the
Incorrect Resolution (Ticket Marked as Resolved but Not Resolved) Kl NiA NiA C3 Incidents and Cé Incidents and CoIncidents and  |o;cives the correct resolution to [ 1619eNtS, incorrectly resolved or |0 75 Appication Monthly Monthly Senice Desk in the ITSM incidents and requests that are

Application.

rejected or re-opened by the end-
user
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UNHCR
Global Service Desk SLAs

SLA Types:
CPI - Critical Performance Indicators. Not meeting a CP! results in the following actions: 1) Service Level Credits; 2) escalation to a contracting officer; and 3) formal recovery plan
KPI - Key Performance Indicators. Not meeting a KP! results in the following actions: 1) escalation to a contracting officer; and 2) formal recovery plan

GPI - General Performance Indicators. GPI-designated service levels are for reporting purposes only

Serv % of

A
Description
2 Type Credit % Invoice

Definition Data Capture Measurement Interval Reporting Period Scope Calculation Base/Method

Total 100% 1%

Page 15 of 18



UNHCR
Governance SLAs

SLA Types:
CPI - Critical Performance Indicators. Not meeting a CP! results in the following actions: 1) Service Level Credits; 2) escalation to a contracting officer; and 3) formal recovery plan
KP! - Key Performance Indicators. Not meeting a KP! results in the following actions: 1) escalation to a contracting officer; and 2) formal recovery plan

GPI- General Performance Indicators. GPI-designated service levels are for reporting purposes only

e e evel Target Definition Measurement Inte Reporting Peri Calculation Base

Description
E Credit%  Invoice

Contractor provides
0% of the requested Persannel (with agreed profiles) within the agreed timeframe as define in the Agreement (or i less than 10 ed 1 veaty |SCone!sanied weking wAti|witinthe sgrsd merae. Resource range: Applable ol | o toral
Personnel Fill Rate o A NA | Personnel members requested during a Measurement Inerval: maxium one (1) Persannel member was not provided witin the. | HeVe dualed Personnel readiy lea imes as supulated inthe | Number of Personnel requested | o011 Quartry profies defned n he Agreement | Total recurring fees for
B e e avalable to perform the Services. | Agteement ncluing any it the agreed tmeframe. and Schedule 16 (Key Contracior |ontracied senvces
31009 the requested Personnel members provided wilhin the agreed timeframe extended by two (2) weeks. Sttement of Work % Personnelprovided witin he Personnel).

Percentage of Key Personnel who
leave the Service delivery while on|
ih UNH

(unless mutually agreed leave. ie. oo O Rote =
both UNHCR and the Contractor | (y2mber of Key Personnel Resource Range: Contractor
agree from the momentthat the | 170nS experenced (excluding Personnel providing Services
Resource Turnover Rate is below 10%or equal to max. 1 person if the Contractor Personnel consist of less than 10 Personnel mutually agreed exis between during the Measurement Interval,
Team stability Kl A wa | Resource a » Tominmzo any dirupion (0| o  raised al he Koy |\ Cr an e Convactorand | Calendar vear veary excluing lanned exts mulualy | 2% €U fes for a
oema o B ey the | attritions due to Force Majeure agreed by UNHCR and the
S:MCE delivery. K “ pe,s?,,m Events) / Average number of Key Contractor and exits due to Force
i UNHCA o erorto | Personnel members uiized) over Majeure Events.
keep but accepis to replace are | Cendar year.
not considered as mutually
soreed leave
Maiian UNHCR' ity nto |2 Sl Repors iceved
9830 Reports delivered on time within the Measurement Interval. 100%of SLA Reports delivered on time within s Al SLA Reports to be delivered | Totalrecurring fees for all
. P i u
On-time Reporting GPI NA NA ol s coerace™ | on time / Total number of SLA | Report delivery contact Monthly Monthly under the Agreement Conttacted senices

provdes all SLA Repor ondme. | REPOTs thatshould have ben

Total % 0.00%
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UNHCR
Cross Functional Services SLAs

SLA Types:

CPI - Critical Performance Indicators. Not meeting a CPI results in the following actions: 1) Service Level Credits; 2) escalation to a contracting officer; and 3) formal recovery plan

KPI - Key Performance Indicators. Not meeting a KPI results in the following actions: 1) escalation to a contracting officer; and 2) formal recovery plan

GPI - General Performance Indicators. GPI-designated service levels are for reporting purposes only

Servi

9% of

Description I Service Level Target Objective Definition Data Capture Measurement Interval Reporting Period Scope Calculation Base
et e The time taken for oot cause [ e
95% within 5| 95% within To ensure a consistently prompt | 272YSiS (0 be completed and an ssad by the Gontractoror other Al Infrastructure Supportand | Total recurring fees for all
Problem Management, Root Cause Analysis, and Proposed Remediation Plan K1 NA NA NA NA NA appropriate remediation plan to Monthly Monthly
days: 10 days: resolution of Problems. e asad for e reeuant | automated data sources as Maintenance Incidents. contracted services.
10096 within | 100%6 within oo el ond iy, | a0reed between the Partes.
10davs | 15davs
The time from when a Work
Request is received at the
o sy e |G e
Change Request Response Time KPI NA NA NA P P '9 1| UNHCR ITSM Application Monthly Monthly All Work Requests 9
thour | anows | shours | 16mours Service Desk issues aWork | the originator that the Work contracted services.
Request to the Contractor. request has been assigned to the
appropriate functional or technical
resource and is beina worked on
The fime fiom when a change
implementation is completed, o
Emergency | Major | Standard |  Minor o ensure a consistently prompt
Change Request Implementation Status. KPI NA NA NA [status update on change the time the Contractor responds |\ (s Application Monthly Monthly |All Work Requests Total recurting fees for al
Thour | 8hours | Bhours | Bhours implementation outcome. confiming o the originator that contracted services.
the Work Request has been
executed.
Emergency | Major | Standard | Minor The fime taken for a Work
o ensure a consistently prompt|Request to be fully analysed,
change Plan Response Time . A A |95%within 2{95% within 4| 05% within 8| 95% within | . [response tme for change plans [estmated, and priced and @ | 1o 11yt aopiication Morthly onthy Al Work Requests Total recurring fees for all
ours; : ;| 16hours: requested by Global Senvice | proposed change plan ready for contracted services.
10096 within | 100% within | 100% within | 100% within Desk. presentation to the Change
1 day 2davs 4davs Advisory Board (CAB).
To ensure a complete and Percent completeness and All Data Center assets. Al
Asset Management Completeness KPI NA NA Year 1 Year 2 Year 3 Year 4 YearS |- curate accounting for UNHCR |accuracy of data contained in the |UNHCR ITSM Application Quarterly Quarterly Headaquarters assets with on-site | 10 recurring fees for al
95% 96% 97% 98% 99% contracted services.
assets. asset repository. Contractor personnel,
vear 1 vear 2 vear3 vear 4 vears |Toensure Cls in the CMDB ave [ Percent of major CI exceptions in All Data Center assets. Al ot recurting fees or al
Configuration Management Completeness GPI NA NA ol ol il o ear> |consistenty and accurately Configuration Management UNHCR ITSM Application Quarterly Quarterly Headauarters assets ith on-site |19 UG fees
maintained System Contractor personnel
Total 0% 0.00%
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UNHCR
Project Services SLAs

SLA Types:

CPI - Critical Performance Indicators. Not meeting a CPI results in the following actions: 1) Service Level Credits; 2) escalation to a contracting officer; and 3) formal recovery plan
KPI - Key Performance Indicators. Not meeting a KPI results in the following actions: 1) escalation to a contracting officer; and 2) formal recovery plan

GPI - General Performance Indicators. GPI-designated service levels are for reporting purposes only

Objective

Definition

Data Capture

Measurement Interval

Reporting Period

Scope

Calculation Base

Ensure Infrastructure
Development projects are
completed within the budget
specified in the Statement of
Work, without sacrificing the
integrity or quality objectives of
the Statement of Work

Actual project costs upon
completion will be reported and
compared to the forecasted
project costs in the Statement of
Work

Using a mutually agreed upon
project management tool, the
Contractor will gather project
costs and report on them during
regularly scheduled management
meetings and during the monthly
reporting process.

Measurement occurs at the end
of each individual project using
the mutually agreed project
budget as it may be amended
through the Change Control

P

Monthly. Aggregated and
consolidated reports will be
provided.

Resource Range: Covers all Time
and Materials projects
(Infrastructure Developments)
with a duration exceeding 80
hours agreed with UNHCR in a
Statement of Work as may be
amended through the Change
Control Procedure.

Total recurring fees for all
contracted services.

Ensure Infrastructure
Development project milestones,
2 mutually agreed upon, are
completed within the timeframe
specified, without sacrifcing the
integrity or quality objectives of
the oroject.

Actual project completion time will
be reported and compared to the
forecast project completion time
contained in the Statement of
Work.

Using a mutually agreed upon
project management tool, the
Contractor vill gather and report
on project timelines during
regularly scheduled management
meetings and the monthly
reporting process.

Measurement occurs at the
planned project completion date
as established in the Statement o
Work. In no case shall the
allowable variance be less than
one Business Day.

Monthly. Aggregated and
ey

ports will be
provided.

Covers al Time and Materials and
Fixed Price Infrastructure
Development projects.

Total recurring fees for all
contracted services.

Description SaiED ol Level Target
Credit%  Invoice
Project or enhancement is completed within less than 10%
On-budget Project Completion GPI NA NA deviation from the mutually agreed Project budget according to the|
estimation process as mutually agreed by the Parties.
Project or enhancement is completed within 10% deviation from
project milestone timeframes agreed in the Statement of Work for
On-time Project Completi y y projects less than six (6) months in duration and within 8%
n-time Project Completion GPI NA NIA |geviation from project milestone timeframes agreed in the
Statement of Work for projects longer than six (6) months in
duration
Total 0% 0.00%
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