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1 Introduction

1.1 Background

The United Nations High Commissioner for Refugees (UNHCR) in Libya requires reliable Internet
connectivity for its premises within Libya. The vendor shall provide high quality of the requested
internet services and professional support services to UNHCR in Libya in full compliance with these

Terms of Reference.

The precise locations of UNHCR Libya Main and Field offices are described under section 2.1.1 of the
Terms of Reference document.
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1.2 Statement of Purpose & Objectives

The purpose of these Terms of Reference is to set out a detailed description of UNHCR’s requirements
for internet connectivity services in connection with UNHCR Invitation to Bid: ITB/LBY/TR/20/012.

UNHCR requires one or more Internet Service Provider(s) for the provision of Internet access in the
UNHCR offices in Libya in the locations defined in section 2.1.1.
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2 Requirements for Internet Access Services

2.1 The Requested Network Topology and Required Services

The diagram below shows the requested network topology:
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Internet connectivity to be delivered to UNHCR by ISPs as follows:

a) A dedicated Gigabit Ethernet connection at the UNHCR office between UNHCR’s edge router
and the ISP’s CPE (Customer Premises Equipment);

b) a local loop, provided by the ISP, that connects the ISP’s CPE to their own Point of Presence
(POP); and

c) a logical connection over the provided CPE and local loop to deliver Internet connectivity,
which has guaranteed capacity and agreed performance rates.

The local loop is provisioned and operated by the Contractor and its technical support remains the
responsibility of the Contractor. Note: The Internet routers at UNHCR site(s) are provided by Cisco and
are property of and managed by UNHCR.

Every ISP shall meet the following requirements:

e The ISP to provide and manage the CPE to be installed in UNHCR premises at no cost to UNHCR
(to remain the property and responsibility of the Contractor). The Contractor’s CPE will have a
1 Gbps Ethernet connection (full duplex) as the demarcation point between UNHCR and the
Contractor.

e The ISP should provide and manage whatever local loop is required to connect from the ISP’s
CPE at the UNHCR site to the ISP’s point-of-presence.

e The ISP should supply a minimum of 5 public (i.e. non-NATed) IPv4 addresses at the
demarcation point. The Contractor may not perform a NAT or NAT-like function on traffic
originated from UNHCR.

e The ISP must describe their link capacity to Internet, infrastructure and the way they connect
to internet backbone (include all international and National links with their respective

speeds)
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The ISP to confirm what types of last mile connections they use, e.g. point-to-point leased
lines, SDSL, ADSL, Radio links, Wireless and WiMax, etc.

The ISP shall provide congestion-free Internet connectivity to the UNHCR.

2.1.1 UNHCR Office Locations

PS C inat

** UNHCR Office Name City Address G S(Ia(?co[:;n)a es
)
% Ui(:sli)o’\:-:giiﬁhlaef of Triooli Serraj area, close to Jazerat Lat: 32°50'06.6"N
< ‘ - y. P Al-Mashtal, Tripoli, Libya Long: 13°03'52.1"E
@ | (‘El Haris’ Premises)
=
) o
&OE Lcjgnigfiﬁe'l'grlisptcrjtlon Tripoli Main St, Serraj Area Lat: 32°48'59.36"N

Triooli Li Lone: 13° 3'36.50"E
E (Serraj Office) Serraj, Tripoli, Libya ong: 13°3'36.50
L

*It should be noted that the above-mentioned locations are the UNHCR premises / locations where
UNHCR currently operates. However, some of those locations might change (and/or a new office
location is established) throughout the contracting period and as a result, the ISP(s) / contractor might
be requested to quote for the service, installation & setup fees separately for any new location not
mentioned above within Tripoli and/or Libya.

2.1.2 Acceptance Period

e The service shall be considered operational when Internet connectivity is established and the
UNHCR Internet router can reach one or more Internet nodes to which the performance
measurements are performed (as described in section 4.2). The ISP shall inform UNHCR when
the service is operational as this will be considered as the activation date of service.

e Upon receipt of notice from the ISP of the operational status of the service, UNHCR shall have
a minimum acceptance period of thirty (30) calendar days from the date of activation in which
to accept or reject the service. During the acceptance period, all the service level requirements
defined in the relevant part of section 4.2 will apply to the provision of the service and shall
be monitored by UNHCR.

e |If the services fail to meet any of the service level requirements for more than three (3) times
during the 30-day acceptance period, UNHCR shall have the right to terminate the contract
with no penalty.

2.1.3 Ongoing support

The ISP shall provide ongoing Help desk support (preferably in Arabic & English) throughout the
office working hours/ days and weekends via web, telephone, and/or email with a guaranteed
response time not to exceed 4 hours during working hours and 8 hours during weekends and
holidays in order to meet the service level requirements specified in section 4. Support related
to installation and maintenance of the contracted service must be free of charge.
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3 UNHCR Responsibilities

The UNHCR’s responsibilities are limited to providing the following:
e Facilitate access to UNHCR premises and/or locations and its data center whenever is required.
e A 1Gbps Ethernet port and Ethernet cable to connect to the demarcation point of the ISP CPE.

e Adequate secure space and AC power (not to exceed 500 Watts) for housing the ISP’s indoor
components (CPE) at the UNHCR’s premises, as required.

e Adequate space on rooftop for outdoor equipment and proper housing in the server room for
the indoor equipment. Facilitate the installation of the ISP’s outdoor and indoor equipment.

Except as set out above, UNHCR shall have no other responsibilities or obligation to provide any
assistance to the ISP in performing the Services.

4 Service Level Requirements

4.1 Service Level Agreement

The ISP shall perform the connectivity services in accordance with the service level requirements
described in section 4.2 below.

4.2 Auvailability Requirements

Service is defined as available when the following characteristics are met:
e Latency (end to end):
v From demarcation point to ISP is 15ms or less.

v" From demarcation point to Office data center “outlook-emeawest.office365.com” or UNHCR
data center at 193.134.240.1 is 130 ms or less.

v From demarcation point to unhcr365.sharepoint.com at 13.107.136.9 is 130 ms or less.
v" From demarcation point to internet is 200ms or less.

e Packet loss: From demarcation point to Office data center “outlook-
emeawest.office365.com”, unhcr365.sharepoint.com or UNHCR data center at 193.134.240.1
is 0.3% or less.

e Jitter: Average one-way lJitter is 30ms or less

If any characteristic listed above, as measured by UNHCR performance testing equipment, is not met
by the ISP at the demarcation point, the service is defined as “not available.”

The ISP must ensure that the service is available 99% of the time (during the local business day, i.e.
from 0800 to 1800) and overall uptime after/before working days should not be less than 96%.

4.3 Early Termination

If, during a period of 2 consecutive months, the ISP’s performance fails to meet the above-mentioned
performance characteristics under section 4.2 more than 3 times each month, UNHCR reserves the
right to terminate this contract with 30 days’ notice with no penalties applicable.
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5 ISP Link performance

e The ISP MUST provide a web-based network monitoring tool (i.e. PRTG, Solarwinds) for UNHCR
to monitor the links performance, usage and traffic at the CPE side.

e The monitoring tools shall be used by UNHCR to monitor the agreed-upon bandwidth and to
troubleshoot the link’s performance as per the SLA under section 4.1 and 4.2

e The ISP should assign and provide a unique username and password to UNHCR for all installed

and active links.

5.1 Personnel Qualifications

e The selected provider will need to secure effective customer services to UNHCR, with
dedicated focal points with the following functions:

v' Key Account Manager
v Backup Account Manager
v Billing Manager
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