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1. Objective 
 

The Objective of this document is to define the steps involved in configuring the Microsoft Authenticator 
Application for guest accounts and allowing them to access UNHCR resources. 

Guest users are accounts belonging to any external domain (partners) that are allowed to access UNHCR 
resources. Either UN organization domains (e.g., @unicef.org, @wfp.org, etc) or external domains, public or 
private (e.g., gmail.com, savethechilden.org, etc.) may be assigned a UNHCR guest account, upon invitation 
from an internal UNHCR member. 

. 

 

Prerequisites 
• You will need your UNHCR guest user account username (the email address* to which the guest access 

rights were granted, e.g., username@unicef.org or username@gmail.com). 

• To have a phone or tablet or desktop or laptop to be configured as a second factor of authentication (using 
any of the available methods described in Appendix A).  

• Your devices (computer or laptop and phone or tablet) should have Internet access.  
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2. Setting up a multi-factor authentication for Guest 
accounts 
 

• If you are an existing user, you will be prompted to set-up MFA when you login to any UNHCR resource for 
the first time post MFA enforcement. 

• If you have just joined UNHCR as a guest user, you should have received an invitation email in your mailbox 
containing a link to accept such an invitation. Click on “Accept invitation”, you will be taken to the My 
Applications Portal. Log in to UNHCR on the My Applications portal  

  
 

 

• Once connecting to the UNHCR environment as a guest user, enter your UNHCR guest username (guest 
email address) in the pop-up window and click “Next.” In the subsequent window, enter the guest account 
password and click “Sign in”.  

  

 

• At this step, the system will request additional information to set up your MFA. “Accept” the requested 
permissions and click “Next” to start setting up MFA:  
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2.1 Setting up Microsoft Authenticator app 
 

• Ensure you have installed the “Microsoft Authenticator app” on your smartphone or tablet. This 
application is available for free for “Android” and “iOS”. Please visit the pertinent application store 
depending on your device and install it:  

 

• On your computer or laptop, in the “Start by getting the app” screen, click “Next  
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• In the “Set up your account” screen, click “Next” to proceed to setup:  

 

 

 

• On your mobile phone/tablet, open the Microsoft Authenticator app. If prompted, allow notifications. 
Then, click on “Add account” button, select “Work or school account”, and choose Scan QR code.  
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• On your computer, in the “Scan the QR code” screen, scan the QR code shown using the Microsoft 
Authenticator app in your phone/tablet. You are now pairing your device and the account. Please note 
that the pairing process requires having an Internet connection active on both devices.  
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NOTE: If the mobile camera is damaged or not working, you can manually enter the numeric code 
displayed on the desktop system when clicking on the “Can’t scan image?” button. Note that this 
process also requires an Internet connection. 

 

Use both, the “Code” and the “URL” shown on the desktop screen to fill in manually the data requested 
in the Microsoft Authenticator app when clicking on the option “OR ENTER CODE MANUALLY” at the 
bottom, as shown below. Then press the “Finish” button: 

   

 

 



ONBOARDING GUEST ACCOUNTS TO UNHCR END-USER GUIDE 

 

 

Division of Information Systems & Telecommunications (DIST)   Page 9 of 12 

Confidential-Customer 

• After you scan (or enter manually) the QR code in the Microsoft Authenticator app, go back to the 
desktop screen and click “Next”. Then you should see a new screen with a two-digit code as shown 
below:  

 

 

• Upon a successful configuration of the Microsoft Authenticator app, the application in your phone/tablet 
should display a pop-up message as shown below. Type the two-digit code shown in your computer 
(step above) in the Mobile Authenticator app and press “Yes”:  

 

 

 

• Click “Next” in the “Notification approved” screen on your computer: 
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• Configuration of your primary MFA method has been completed successfully. Click “Done” to 
complete the setup assistant: 

 

 

 
 

 

2.2 Setting up MFA with an alternative method 
• If you can’t use Microsoft Authenticator as the primary MFA method (e.g., don’t have access to a 

smartphone or tablet) and need to configure a different method as the primary MFA alternative, click on 
“I want to set up a different method” (at the lower left corner): 
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• On the pop-up screen, choose one of the methods available to configure as alternative. One of the 
most commonly used alternative methods is “Phone” which allows to either send an SMS or receive a 
phone call on the specified phone number as a MFA method. Select “Phone”: 

 

• Select one of the available options (in our example, “Text me a code” to get an SMS as an MFA 
method), choose your country from the drop-down list (this is essential to define the right country 
code) and enter the phone number on which you would like to receive the SMS. Then click “Next”: 

 

• You should receive an SMS with a 6 digits code which you need to enter in the next screen to 
continue with the alternative MFA method configuration. Once specified, click on “Next”: 
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• The MFA has been configured using an SMS as a primary verification method. Click “Done” to finish: 

 

NOTE: For security purposes and to help UNHCR keeping guest accounts secure in external devices, you 

will be requested to use the Multi-Factor Authentication (MFA) on each login, to confirm your identity during 

the authentication process.  

 
 

 
 

 


