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1. Objective

The Objective of this document is to define the steps involved in configuring the Microsoft Authenticator
Application for guest accounts and allowing them to access UNHCR resources.

Guest users are accounts belonging to any external domain (partners) that are allowed to access UNHCR
resources. Either UN organization domains (e.g., @unicef.org, @wfp.org, etc) or external domains, public or
private (e.g., gmail.com, savethechilden.org, etc.) may be assigned a UNHCR guest account, upon invitation
from an internal UNHCR member.

Prerequisites

e You will need your UNHCR guest user account username (the email address* to which the guest access
rights were granted, e.g., username@unicef.org or username@gmail.com).

e To have a phone or tablet or desktop or laptop to be configured as a second factor of authentication (using
any of the available methods described in Appendix A).

e Your devices (computer or laptop and phone or tablet) should have Internet access.
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2. Setting up a multi-factor authentication for Guest
accounts

e If you are an existing user, you will be prompted to set-up MFA when you login to any UNHCR resource for
the first time post MFA enforcement.

e Ifyou have justjoined UNHCR as a guest user, you should have received an invitation email in your mailbox
containing a link to accept such an invitation. Click on “Accept invitation”, you will be taken to the My
Applications Portal. Log in to UNHCR on the My Applications portal

UNHCR2 - Pilot invited you to access applications within their organization

Microsoft Invitations on behalf of UNHCR2 - Pil | < iR | el o

MiI ° To @ Nayanika Purkayastha Mon 01-07

If there are problems with how this message is displayed, click here to view it in a web browser.
Click here to download pictures. To help protect your privacy, Outlook prevented automatic download of some pictures in this message.

— Plzaze anly act on this email if you trust the srganizati resented below. In rare cases, individuals may

receive fraudulent invitations fram bad actors pasing as legitimate companées. If you were not expecting this
invitation, proceed with caution.

Organization: UNHCRZ - Pilot
Domain: unhcr sz

i you accept this invitation, you'll be sent to h i licati ons.microsoft com /2 i 17diB-fd3d-
471b-8f71-dcfi%a2ceba 7.

Accept invitation

This invitation email i from UNHCR2 - Pilot {(unho 2 syz) and may indude advertising content. UNMHCR2 -
Filat has not provided a link ta their privacy statement for yau to review. Microsaft Carparation facktated
sending this email bust did not validate the sender or the message.

e Once connecting to the UNHCR environment as a guest user, enter your UNHCR guest username (guest

email address) in the pop-up window and click “Next.” In the subsequent window, enter the guest account
password and click “Sign in”.

é-'@w'lpro.com
(AW UNHCR Office 365 Enter password
Slgn in Password
Lisername@unhcr.org Forgot my password
Can't access your account? Other ways to sign in

e At this step, the system will request additional information to set up your MFA. “Accept” the requested
permissions and click “Next” to start setting up MFA:
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(f) UNHCR  Office 365
I o ail.com

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more

2.1 Setting up Microsoft Authenticator app

e Ensure you have installed the “Microsoft Authenticator app” on your smartphone or tablet. This
application is available for free for “Android” and “iOS”. Please visit the pertinent application store
depending on your device and install it:

ioS Android

App Store Preview
B> GooglePlay  Games  Aces  MoviesETV  Books  Ks a

This app is available only on the App Store |

| - - Microsoft Authenticator
Microsoft Authenticator )
TOIECTS yOUr ONNNe 1aentiy el Ceperen

Microsoft Corporation

#1 in Productivity

ok P

Free

e On your computer or laptop, in the “Start by getting the app” screen, click “Next

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

0 Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next”,

| want to use a different authenticator app

| want to set up a different method

Division of Information Systems & Telecommunications (DIST) Page 5 of 12

Confidential-Customer



ONBOARDING GUEST ACCOUNTS TO UNHCR END-USER GUIDE

e Inthe “Set up your account” screen, click “Next” to proceed to setup:

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school",

Back } Next

| want to set up a different method

e On your mobile phone/tablet, open the Microsoft Authenticator app. If prompted, allow notifications.
Then, click on “Add account” button, select “Work or school account”, and choose Scan QR code.

13:25 14:29 i ¥ @

Authenticator <  Add account

What kind of account are you adding?

[ | |
i ] Personal account @
||
H Work or school account @
6o Other account (Google, Facebook, @
etc) Add work or school account
Let's add your first account! gg Scan a QR code
For further assistance, see the Help m Sign in

section in the menu.

CANCEL
Add account

Already have a backup?
Sign in to your recovery account.

Begin recovery

@ When you are signed in with personal account, all stored
v @ D passwords, addresses, and other autofill info will be

ﬁ p 8 available on this device.

Authenticat.. Passwords Payments Addresses Verified IDs
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e On your computer, in the “Scan the QR code” screen, scan the QR code shown using the Microsoft
Authenticator app in your phone/tablet. You are now pairing your device and the account. Please note
that the pairing process requires having an Internet connection active on both devices.

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next".

e -

| want to set up a different method

14:29

<& Add account

Your account provider will display a QR code.

OR ENTER CODE MANUALLY
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NOTE: If the mobile camera is damaged or not working, you can manually enter the numeric code
displayed on the desktop system when clicking on the “Can’t scan image?” button. Note that this
process also requires an Internet connection.

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next".

Can't scan image?
Enter the following into your app:

Code: 439018485 )
URL: hitps://mobileappcommunicator.auth.microsoft.com/activate/369039924/WEU

T N

Use both, the “Code” and the “URL” shown on the desktop screen to fill in manually the data requested
in the Microsoft Authenticator app when clicking on the option “OR ENTER CODE MANUALLY?” at the
bottom, as shown below. Then press the “Finish” button:

14:29 15:25

< Add account

<&  Add account

Your account provider will display a QR code.
bode
URL
FINISH
4 5 —
OR ENTER CODE MANUALLY , 0
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e After you scan (or enter manually) the QR code in the Microsoft Authenticator app, go back to the
desktop screen and click “Next”. Then you should see a new screen with a two-digit code as shown

below:

Microsoft Authenticator

Let's try it out

v’

Approve the notification we're sending to your app by entering the number shown below.

-

| want to set up a different method

¢ Upon a successful configuration of the Microsoft Authenticator app, the application in your phone/tablet
should display a pop-up message as shown below. Type the two-digit code shown in your computer
(step above) in the Mobile Authenticator app and press “Yes”:

e Are you trying to sign in?

|| ‘
I oail.com#EXT
# @ o microsoft.com

Enter the number shown to sign in.

Enter number here
69

NO, IT'S NOT ME

YES

| CAN'T SEE THE NUMBER

o Click “Next” in the “Notification approved” screen on your computer:
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Microsoft Authenticator

Motification approved

v

E

| want to set up a different method

e Configuration of your primary MFA method has been completed successfully. Click “Done” to
complete the setup assistant:

Success!

Great job! You have successfully set up your security info. Choose "Done” to continue signing in.

Default sign-in method:

=
Microsoft Authenticator

2.2 Setting up MFA with an alternative method

e If you can’'t use Microsoft Authenticator as the primary MFA method (e.g., don’t have access to a
smartphone or tablet) and need to configure a different method as the primary MFA alternative, click on
“l want to set up a different method” (at the lower left corner):
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Keep your account secure

Your organization requires you to set up the following metheds of proving whe you are.

Microsoft Authenticator

e Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

| want to use a different authenticator app

| want to set up a different method

e On the pop-up screen, choose one of the methods available to configure as alternative. One of the
most commonly used alternative methods is “Phone” which allows to either send an SMS or receive a
phone call on the specified phone number as a MFA method. Select “Phone”:

Choose a different method X<

Which method would you like to use?

‘ Choose a method

Authenticator app

e Select one of the available options (in our example, “Text me a code” to get an SMS as an MFA
method), choose your country from the drop-down list (this is essential to define the right country
code) and enter the phone number on which you would like to receive the SMS. Then click “Next”:

Phone

You can prove who you are by texting a code to your phone.

What phone number would you like to use?

‘United States (+1) ™ ‘ Enter phone number
(®) Text me a code

Message and data rates may apply. Choosing Next means that you agree to the Terms of service and Privacy
and cookies statement.

e You should receive an SMS with a 6 digits code which you need to enter in the next screen to
continue with the alternative MFA method configuration. Once specified, click on “Next”:
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Phone X

We just sent a 6 digit code tof P Enter the code below.
I Enter code I

Resend code

Back

e The MFA has been configured using an SMS as a primary verification method. Click “Done” to finish:

Keep your account secure

Your organization requires you to set up the following methods of proving who you are

Success!

Great job! You have successfully set up your security info. Choose “Done” to continue signing in

Default sign-in method: Ph :‘."—

=n

NOTE: For security purposes and to help UNHCR keeping guest accounts secure in external devices, you
will be requested to use the Multi-Factor Authentication (MFA) on each login, to confirm your identity during
the authentication process.
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