Security and data processing questions
Please respond to the following questions. If needed, feel free to add links and or attach documents to more detailed explanations, or policies in place. If the documentation can’t be shared as part of a bidding process please mention it, and state clearly if it exists or not.  

1. What personal data is being processed for the purposes of this solution? Please cross off each specific data sets (e.g. name, proGres ID, data of birth etc.)
[  ] Basic biographical data (e.g. Name(s); Date of birth; Sex; Nationality);
[  ] Telephone number
[  ] IMEI 
[  ] MAC Adress
[  ] Relevant location information (current address and contact information);
[  ] Images sent by the user, which may include identity documents and photographs
[  ] Other personal data, please specify:
_____________________________________________________________________________

2. With whom is the data shared and why? Please specify which stakeholder and the specific data fields that is/will be shared, as well as all data flows from one stakeholder to the other. This may include natural counterparts like the telephone company, the servers owners, Telegram, etc. 


	Entity
	Which data is being shared?
	How is the data being transferred?
	Why is it being shared?

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



3. Where is the data stored? 
______________________________________________________________________________________________________________________________________________________________
_______________________________________________________________________________

4. For how long is the data stored? 
______________________________________________________________________________________________________________________________________________________________
_______________________________________________________________________________

5. Which technical measures are in place to protect the data? [Please cover all entities/parties involved and outline the main security features of any databases/ICT services and/or the organisational measures taken to protect paper files and portable devices] 
______________________________________________________________________________
______________________________________________________________________________
____________________________________________________________________________________________________________________________________________________________
______________________________________________________________________________


6. Could the data be subject to external audit or inspection, by whom and for which reason? 
______________________________________________________________________________
____________________________________________________________________________________________________________________________________________________________

7. Will any personal data be subject to cross-border transfer (including for storage purposes on external servers)?

[   ] Y	N [   ] 

If yes, please specify;
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________


8. Is the solution in compliance with national data protection legislation? Please provide an explanation.
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________

9. Is the solution and/or the company in compliance with international data protection standards? Please provide an explanation.
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________

