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1. Introduction

The work of UNHCR relies on the collection, processing and exchange of highly-sensitive
information, including the personal data of Persons of Concern. In line with UNHCR’s Data
Protection Policy, this information is deemed confidential in nature, and should be “transferred
through the use of protected means of communication”.

The Secure File Sharing (SFS) service is an online tool based on Microsoft SharePoint. It
allows you to safely and securely share sensitive data and files with individuals outside of
UNHCR, including implementing partners.

The following features of SFS make this service much more secure for sharing sensitive
information with external users in comparison with other channels, such as email and
OneDrive:

e Files shared through SFS are encrypted at rest (when stored in the cloud) and in
transit

e Only recipients specifically authorized by the document owner can access the file

o Files are only available until the expiration date set by the document owner and are
then automatically deleted.

The purpose of this document is to provide a step-by-step guidance on sharing files with
external users through SFS service.

1.1 Pre-requisites

To use Secure File Sharing online you need:
e Aninternet browser, e.g. Microsoft Edge, Internet Explorer 11, Mozilla Firefox or
Google Chrome
e Secure File Sharing Site link https://unhcr365.sharepoint.com/sites/dist-sfs

To use Secure File Sharing from your desktop you need:

UNHCR provided computer

Your corporate account credentials (i.e. username and password)

Secure File Sharing Site link https://unhcr365.sharepoint.com/sites/dist-sfs
One Drive for Business installed

IMPORTANT:

e This service is for sharing files with external parties. It cannot be used
to receive files.

e You cannot upload an empty file to the SFS site

e You can upload a file with a maximum size of 15GB

e You can upload maximum 750 files per user every month (FAQ)



https://www.refworld.org/docid/55643c1d4.html
https://www.refworld.org/docid/55643c1d4.html
https://unhcr365.sharepoint.com/sites/dist-sfs
https://unhcr365.sharepoint.com/sites/dist-sfs
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2. Logging in to SharePoint Online

e Click on the Secure File Sharing (SFS) Site link:
https://unhcr365.sharepoint.com/sites/dist-sfs
e Login with your corporate account credentials:

() UNHCR | Office 365

€ nair@unhcr.org

Enter password

e If you get a pop-up as shown below, Check Don’t show this again and Click Yes

{fl) UNHCR | Office 365
nair@unhcr.org
Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

. Don't show this again

e Once you are logged in, you will see the SFS site dashboard, where you will upload files
for sharing with the external users.

Secure File Sharing

- New Page details


https://unhcr365.sharepoint.com/sites/dist-sfs
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3. Using Secure File Sharing online

To use SFS online, no additional setup is needed. Follow the instructions below to start
instantly sharing files:

o  Access the SFS site dashboard as per instructions in Section 2 “Logging in to
SharePoint online”

e Goto Documents and click on Upload. Click Files.

Secure File Sharing

O search + New T Upload ~~ 7 Quickedit 23 Sync [ Export to Excel o Flow
Files
Home
Docun Folder
Notebook
Documents Nan TemPplate Modified Modified By Expiration Date
Pages

Site contents
Recycle bin

Edit

e  Select afile you want to share from your desktop or from another SharePoint online site.
You can upload several files at once if you wish. In the example below, we have selected
the test file “testl.docx”. Click Open.

Secure File Sharing © Open x
<« « 4 B> ThisPC » Desktop v ©  SearchDesiiop o
~ — Organize « New folder = - i |
O Search 4 New v T Upload = o e
# Quick access =
Home = 555 5FS6 SPFunhcr test Doc
- 4
Documents =
¥ Downloads ——t —h
= Documents *
- & -
=] Pictures * E— . e
maluware testing test test] unhar login unhcr_CSOD_reg
0365 SA Assesment complete

Pramila-CTP_Week

contents -
Recycle bin Screenshots for pro =
_— I This PC

¥ Network valid_cert list VPNerror e

File name: | test1 ~| | AllFiles ~

Open Cancel

e  Once your document is uploaded, you will see a message “testl.docx” is now
available.
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e Make a note of the Expiration Date encircled in the screen below. By default, the shared
file will be available for a period of ten days, after which it will be automatically deleted.

(W UNHCR Office 365 | SharePoint

Secure File Sharing

2 Search + New T Upload & Quickedit 2 Sync [B ExporttoExcel o Flow ~ <+

Home

Documents

Notebook
Tosietie Mame Modified Modified By
Pages “test1l.docx A few seconds ago Pramila Nair

Site contents
Recycle bin

Neither you, nor the external recipient with whom you shared the file, will be able to
access the file once the Expiration Date passes. If needed, you can change the
expiration date by clicking Quick Edit in the Menu Ribbon in the SFS online dashboard.
We do not recommend extending the expiration date to more than 30 days. Do not leave
the expiration date field empty.

e To share the file “testl.docx” with an external user, click on the 3 dots next to the file to
bring up the Option menu. Click on Share as seen below.

()] UNHCR Office 365 SharePoint

O Search &E Open I¥? Share @ Copylink {1 Downk Copy link 43 Pintotop [§ Moveto [ Cop
mems Documents

- - S - Flo _

Page: @ testido - m
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e Onthe Send Link screen, click on the “>” next to “People in UNHCR with the link can
edit”.

w UNHCR Office 365 | SharePoint

O Search E Open |& Share Send Link e v W <2 Pintotop [§ Moveto [N ¢
nems NAc imantc
pocuments (=) Peoole in UNLCE -
ebook ~—
D me o ame odified ion Date
[nte e e
Page ® testldoc m 7

e You will see different categories of users, with whom you can share the file.

() UNHCR Office 365 | sharePoint

Secure File Sharing

Link settings

test1.doc:

) Search @ Open & Share w = Pintotop [§ Move to
me I -~ - ~
Documents
Notebook ~
(1) People in UNHCR with the link
Q Name Modified By Expiration Date
() People with existing acces
Pagas (V] test1.docx Pramila Nair 7/10/2019
] \
@) si peopl
te contents
Recycle bin thers

m Sancel
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To share with an external user, choose the option “Specific People”. If you wish to send

the file in ‘read only’ mode, uncheck the box “Allow editing” as an additional step before

clicking Apply.

(@ UNHCR Office 365 | SharePoint

Secure File Sharing

/':) Search

Home
Notebook
Documents
Pages

Site contents
Recycle bin

Return to classic SharePoint

& Open & Share

Documents

e MName

® testldocx

Link settings %
testl.docx .
ow ~ =2 Pintotop |% Moveto
o would you like this link to work for? Learn more

=y
(1) People in UNHCR with the link

- Modified By Expiration Date
|:{‘_:'| People with existing access

- Pramila Nair 7/10/2019
Specific people v

m Cancel

Enter an email address of the external recipient, click on the contact that will show below

and click Send.

() UNHCR Office 365

SharePoint

@ Open > Share

Send Link e W Pintotop [§ Moveto [N
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e  Once the document is shared, you will receive the message as shown below. The
external user will receive an email with a secure link, allowing the user to access this file.

i (UNHCR Office 365 | SharePoint

Secure File Sharing

O Search E Open I Share . » Copylink  Download [i] Delete o~ Flow 4+ Pintotop [§ Movete [y C
Documents
Notebook
— ©  Neme

© testidock : 8 minutes ago Pramila Nair 10/2019

e  External users may need assistance the first time they receive a file through the SFS
service. Share with them a step-by-step guide with instructions on how to open a
document sent via SFS.

4. Using Secure File Sharing from
your desktop

4.1 Setting up SFS on your desktop

Follow the instructions below to synchronize File Explorer in your computer with the SFS site.
Once the synchronization is complete, you will be able to share files with external users from
your desktop.

e  First, check if you have OneDrive application installed by selecting the Start button on
your computer and searching for “OneDrive”.

o InWindows 10, select the OneDrive desktop app

Best match

OneDrive
Desktop app

o InWindows 7, under Programs, select Microsoft OneDrive

Programs (1)
& Microsoft OneDrive

Files (7)



https://intranet.unhcr.org/content/dam/unhcr/intranet/staff%20support/information-communication-technology/documents/english/secure-file-sharing/Secure%20File%20Sharing_Instructions%20for%20external%20users.pdf
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o InWindows 8.1, search for OneDrive for Business, and then select the OneDrive for
Business app.

If you do not have this application installed, please contact Global Service Desk (GSD) at
globalsd@unhcr.org to request installation of One Drive for Business on your computer.

e  Once the application is set up, use your corporate account (For example:

user@unhcr.org ) to Sign in.

@ Microsoft OneDrive = x

Set up OneDriv

Put your files in OneDrive to get them from any device

. Open your internet browser and go to the Secure File Sharing Site by clicking on the
link: https://unhcr365.sharepoint.com/sites/dist-sfs

. Click Documents

. Click on Sync, as shown below.

Secure File Sharing
2 search + New ~ T Uplead ~ % Quick edit B Exportto Excel o Flow ~ -+

H
ome Documents
MNotebook

. Name Modified Modified By Expiration Date ™
Pages
Site contents

Recycle bin

Edit

Return to classic SharePoint
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e Close the pop-up message “Getting Ready to Sync”. If you get a pop-up message “Did
you mean to switch apps?”, Click Yes. The setup is now complete.

Getting ready to sync...

We are connecting to OneDrive on your
device. If there is no response, you may need
to get the latest version of OneDrive.

| you meean to switch apps?

Did you mean to switch apps?

soft Edge” is trying to open "Micr

Getting ready to sync...
We are comnecting to OneDrive on your
device. If there s nO response, you may need
serson of Onelvh

10 get the latest ve

11
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Go to File Explorer on your computer. On the left pane, under the folder UNHCR
(circled in blue below) you will see a newly created folder Secure File Sharing
(shown with an arrow). Generally, there should be no files in this folder at this point.

| = | Secure File Sharing - Documents - O X
Home Share View ~ @
<@ u o cut X [ New item = Open - Hselectan
i % Copy path £7] Easy access + Edit -= select none
Pinto Quick Copy Paste _ Move Copy  Delete Rename  Mew Properties
ey [7] Paste shortcut o o ) folder > @ History [ Invert selection
Clipboard Organize Mew Open Select
« v » UNHCR » SecureFile Sharing - Documents ~ © | SearchSecureFile Sharing - D... @
A Name Status Date modified Type Size
> # Quick access
5] BBEF4033-C511-4FB9-BEAC-61ADSM343.. O & 773/ IPEG File 1,056 KB
v @ OneDrive - UNHCR 1] SampleDOCFile 9.doc o8 Microsoft Word 8 511KB
> || Notebooks B3] SecurityScorecard - unher.org - patchin.. &8 Wicrosoft Excel W. 20K8
5 || Presentations I test Doc.docx oa Wicrosoft Werd D. 12K8
B3] testaxls aa Microsoft Excel W 7463 KB
> B sharePoint ] testl.docx o8 Microsoft Word D... 12KE
I Testlive_sfs.docx aa Microsoft Word D... 17KB
To Daes Collation - Secret Documents ] testsfs - Copy.docx faY:) Microsoft Word D... 26 KR
I3 testsfs.docx oa Wicrosoft Word D... 26K8B

Huge Pimentac - delete

Secure File Sharing - Documents

> || SecureFile Sharing Demo - Docurnts
> || SharePoint Support - Documents
v O ThisPC

> i 3D Objects
> [ Desktop

4.2 Sharing files from your Desktop

Once you have synchronized File Explorer with SFS site, you can securely share files with
external users from your desktop by following the instructions below.

Copy and paste the file you want to share with an external user (Note: File must not be
empty) into the Secure File Sharing folder in File Explorer, as marked with an arrow
below. Since, you have setup your File Explorer to synchronize with SFS site in section
4.1., this file will automatically be uploaded to the SFS site.

I 4 = | Secure File Sharing - Documents
Home Share View
i Cut x I New item ~ .ﬂ Open - HH selectan
—J .| Copy path 1 | Easy access Edit Select none
Pin to Quick Copy Paste Maove Copy Delete Rename MNew Properties
access 7| Paste shortcut to ta - folder - £ History DD\mrert selection
Clipboard Crganize New COpen Select
<« v » UNHCR » SecureFile Sharing - Documents Lar V] Search Secure File Sharing - D... @
~
X MNarme Status Date modified Type Size
st Quick access

& BBEF4033-C311-4FB9-BEAC-61ADIMM343.. O A JPEG File 1,056 KB
~ @ OneDrive - UNHCR B3¢ SampleDOCFile_9.doc oa Microsoft Werd 9... 511 KB
Notebooks B SecurityScarecard - unher.org - patchin.. €58 Microsoft Excel W.. 20KB
Presentations @ test Doc.docx [& 7=} Microsoft Werd D... 18 KB
@ testxlsx [a3=] Microsoft Excel W... 7463 KB
E> SharePaint @ testl.docx [a 7=} Microsoft Werd D... 18 KB
@ Testlive_sfs.docx aa soft Word D... 17 KB
Tos Do Collation - Secret Documents I testsfs - Copy.dacx oY} Microsoft Word D.. 26 KB
@ testsfs.docx [a 7=} Microsoft Werd D... 26 KB

Hugo Pimentac - delete
Secure File Sharing - Decuments.
Secure File Sharing Demo - Docurignts

SharePoint Support - Decuments
~ @ This PC
J 3D Objects
[ Desktop

12
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) Right click the file in File Explorer (as shown on the example of “testsfs.docx” below)
and Click on Share.

e N - B,
<« v » UNHCR » Secure File Sharing - Documents
~ Name Status Date modified Type
st Quick access
@ BEEF4033-C511-4FB3-BEAC-61AD904343.,. O & JPEG Filh
@ OneDrive - UNHCR B3| SampleDOCFile_9.doc o Microso
Motebooks @ SecurityScorecard - unhcrerg - patchin., &8 Microso
Presentations @te;tDn(.dncx (&=} Microso
@ testxlsx S a Microso
w SharePoint @ testl.docx o a Microso
s UNHCR @Test\iva_sfs.ducx Oa Microso
F55 Data Collation - Secret Documents @ testsfs - Copy.docx o8 M Microse
) 2] testsfs. 7/3/2019 4:51 PM Microso
Hugo Pimentao - delete Open
Secure File Sharing - Decumnents Edit
Secure File Sharing Dermo - Documents Mew
SharePoint Support - Documents Print
@ Open with Brackets
[ This PC )
- )q Open with Code
_J 30 Objects
Sh
[ Desktop ha
View online
@ Documents X X
Always keep on this device
‘ Downloads
Free up space
Jl Music
. Open with
| Pictures
n Videos Give access to

. On the Send Link screen, click on “>” next to “People in UNHCR with the link can

R
edit
"~ Name Status Date modified Type Siz
st Quick access
@ SampleDOCFile_%.doc (o) Microsoft Word 9...
@ OneDrive - UNHCR @ SecurityScorecard - unhcr.org - patchin.. &8 Microsoft Excel
Motebooks @test Doc.docx [aY=] Microsoft Word D...
Presentations B2 testadsx @8 Microsoft Excel W...
@ test] Microsoft Word D...
B sharePoint 9 Test & Share "testsfs.doc Microsoft Word D...
& UNHCR @ test: Send Link - BO19 5:00 PM Microsoft Word D...
e — 03] test] testsfe.docx PO19 4:51 PM Microsoft Word D...
3 This PC
“J 3D Objects People in UNHCR with the link can edit >
[ Desktop
& Downloads
J\ Music
Add a message (optional)
| Pictures
m Videos
ia

Local Disk (C:) m
New Yelume (D:)

New Volume (E:)

= PAVAO (\SWIGEFIL10T\Users) (H:) (] m
== Departments (\\SWIGEFIL101) ()
Copy Link Qutlock Mare Apps

MST.CMN AASWIGFFILINTComman) (12 he

13
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. You will see different categories of users, with whom you can share the file. To share
with an external user, choose the option “Specific People”. If you wish to send the file
in ‘read only’ mode, uncheck the box “Allow editing” as an additional step before

clicking Apply.

st Quick access

@ OneDrive - UNHCR
MNotebooks

Presentations
E) SharePoint

B UNHCR

Secure File Sharing - Documents

O ThisPC
) 3D Objects
[ Desktop
ﬁ Documents
; Downloads
J’! Music
&= Pictures
m Videos
‘i Local Disk (C)
- MNew Volume (D:)
Mew Volume (E:)
PAVAO (\SWIGEFIL10T\Users) (H:)
== Departments (\SWIGEFILTOT) (k)

s THST.CMN MASWIGFFIL IO Cammond (121 e
Gitems  1item selected 25.6 KB

1 W

Available when online

arre Slawus wate ruuien ype e

@ SampleDOCFile_9.doc (o]} Microsoft Werd 9... 511 KB
@ SecurityScorecard - unhcr.org - patchin.. &8 Microsoft Excel W... 20KB
@ test Doc.docx [a]:) Microsoft Word D... 18 KB
@ testxlsx @a Microsoft Excel W... T.463 KB
@ test] Microsoft Word D... 18 KB
() Test| ' Share "testsfsdoc’ Microsoft Word D... 17K8
@ test! Link settings Microsoft Word D... 26 KB
@ testy testsfs.docx 2019 4:51 PM Microsoft Word D... 26 KB

‘Who would you like this link to work for?
Learn more

(&) People in UNHCR with the link

People with existing access

Other settings
B Alow editing

m cance'

Specific people v

. Enter the email address of the external recipient, select the contact in the list below and

Click Send

s+ CQuick access

@ OneDrive - UNHCR
Motebooks

Presentations
B sharePoint

& UNHCR

Secure File Sharing - Documents

B This PC
_ 3D Objects
B Desktop
5 Documents
4 Downloads
I Music
=] Pictures
B videos
s Local Disk (C:)
Mew Volume (D)
Mew Volume (E:)
PAVAC (WSWIGEFIL101\Users) (H:)
Departments (WSWIGEFIL101) (J:)

HHI

L wa w

MName Status Date medified Type

64| SampleDOCFile_9.doc =Y Microseft Word 9..
3] SecurityScerecard - unherorg - patchin.. & & Microseft Excel W...
2] test Doc.docx oY) Microsoft Word D...
32 test.xlsx @a Microsoft Excel W...
03] test Microsoft W

) Test @ Share "testsfs.docx” y Microsof

4] tests Send Link Bo1 PM Microseft Word D...
3] testy testsf doox B019 4:51 PM Microseft Word D...

People you specify can edit >

johndoe@unicef.org|

o Jjohndoe@unicef.org

@

oz

Outlook

Copy Link More Apps

511 KB
20KB
18 KB

7.463 KB
18 KB
17 KB
26 KB
26 KB

o By default, the shared file will be available for a period of ten days, after which it will be
automatically deleted. The expiration period can only be changed directly on the SFS

site (See Section 3).

o External users may need assistance the first time they receive a file through the SFS
service. Share with them a step-by-step guide with instructions on how to open a

document sent via SFS.
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